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Today’s children and young people are growing up in a digital world. As they grow older, it is crucial that they learn to balance the benefits offered by technology with a critical awareness of their own and other’s online behaviour, and develop effective strategies for staying safe and making a positive contribution online.
The framework, we at Burton follow, describes the skills and understanding that children and young people should have the opportunity to develop at different ages and stages. It highlights what a child should know in terms of current online technology, its influence on behaviour and development, and what skills they need to be able to navigate it safely.
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Self-image and identity

This strand explores the differences
between online and offine identity
beginning with self-awareness,
shaping online identities and how
media impacts on gender and
stereotypes. It identifies effective routes.
for reporting and support and explores
the impact of online fechnologies on
salf-image and behaviour.

Managing online information

This strand explores how online
information is found, viewed and
interpreted. It offers strategies for
effective searching, crifical evaluation
and ethical publishing

O
et
Online relationships

This strand explores how technology
shapes communication styles and
identiies strategies for positive
relationships in online communitis.
It offers opportunities fo discuss
relationships and behaviours that
may lead fo harm and how posifive
online interaction can empower and
amplify voice.

Health, well-being and
lifestyle

This sirand explores the impact that
technology has on healh, well-

being and lfestyle. It lso inludes
understanding negative behaviours
and issues amplified and sustained by
online echnologies and the strategies
for dealing with them.

Dl

Online reputation

This strand explores the concept of
reputation and how others may use
online information fo make judgements
I offers opportunities fo develop
sirategies fo manage personal digital
content effectively and capitalise on

technology's capacity fo create effective
posilive profies.

@

Privacy and security

This strand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and fechnical sirategies fo
limit impact on privacy and profect data
‘and systems against compromise.

@ ol
Online bullying

This strand explores bullying and
other online aggression and how
technology impacts those issues. It
offers strategies for effective reporting
and intervention and considers how
bullying and other aggressive.
behaviour relates fo legislation.

(@)

Copyright and ownership

This strand explores the concept of
ownership of online content. It explores
sirategies for protecting personal
content and credifing the rights of
others as el as addressing polential
consequences of llegal access,
download and distribution.
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EYFS online safety lesson plans

Lesson Plan Title

can name and recognise uncomrtable, embarassed, and upset ematons

Selt-image 1can recognise, oniine or offine, that anyona can say o thank you] ‘please stop/ Ti telfTi ask to
sidentity LSS IR T s

o recogeis o ways nwhich et can b used 0 commuricats.
Online

Relationships | <" 9+ xemeesof o (righ) e techclogy whpecpel know

| can idantiy ways that can put information on the intemet.
Online

1 can describe ways that some people can be unkind online

Online

1 can offe examples o how this can make others eal.

National
Online
Safety”

Lessons

Lesson
Saitimage anddantiy video

Lesson2

What do uncomfortable, embarrassed and upsat mean?.
Lesson3

What online and offine scenrios can make us feel sad,
‘uncomfortabis, ombarrassed o Upset?

Lessond

What canwe do f someone makes us feel uncomfortatie,
ambarrassed or upset onina o ofine?

Folow-up activiles.

Follow-up £ Who are your trusted aduls?

Follon-up 2 What would you do?

Lescon1
Griin relotionships video

Lesson2

What does ‘communicate’ mean?.

Lesson3

How e we communicats using technology?

Follow-up activies

Follow-up I Can| communicate with this o not2

Folow-up 2 Cam| pretend to communcais uang the ntermet?

Lesson
Griine reputation video.

Lesson2
Technology reasure hunt

Lesson3

Canwe connect t the ntemet with t o not?

Folow-up activies

Follow-up T Can thi go on the nternat?

Folon-up 2 Can| prétend o commincate using the ntermet>

Lesson
Griine bulying vidso.

Lesson2
Howan peaple be unkind online?

Lesson3
Baing unkind online andin eci fe

Folow-up actiies
Follow-up | How does it make someane feel?
Falon-up 2 Wik can wa tal  somaon is being unkind to us onine?
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EYFS online safety lesson plans

Lesson Plan Title

Managing
Online
Information

Health,
Wellbeing &
Lifestyle

Privacy &
security

Copyright &
Ownership

Objectives

| can tak about how o use the intert as @ way of finding information rine.
can identiy devices | could use to access information ontha internat

| can identiy res that help keep us safe and healty in and beyond the home when | am Using
tochnology.

1 can give soma simple exampies of thesa rues.
1 can apply these rues during my play
1 can nk esings to my oniine experiences

1 can idantiy some simplo examples of my parsonal informaton (e name, address, birthdy, age,
ocation)

1an describe who would bo trustworthy to shars thisinformation with | can explain why they are.
[y

o that work | create belongs to me
1can name my work o that others know t belongs to me.
| can express how fet when | created this work.

1 can share my work with a flend

National
Online
Safety”

Lessons

Lesson!
Managing onine information video

Lesson2

What devices can 1 s to get on tha interet?
Lessona

How can use the nternat o find outnformation?.
Follow-up activiies

Follow-wp £ Can ! search fr nformation?

Follow-up 2 Wht devices can e he ccess the internat?

Lesson!
Health wellosing and Hestye video

Lesson2

What are the rles when sing technology ot homa and ot school?
Lessona

What dan happen i we don' folow the rules?

Lessona

Technology rues or not?

Follow-up activties

Follow-wup £ hat are our classroom technology rues?

Lesson1
Privacy and secuty video
Lesson2

What & your parsonal nformation?

Lessona
‘Who can you shere your personalnformation with and why?
Follow-up activiies

Follow-wp My personaiinformation

Follow-wp 2 Who can you trust with your persona nformation?

Loszont
Eopymant and awnership video

Losson?

How o know work elongs to me?

Losson3

Toting work that belongs t sormeans sise
Folow-up activtes .

Folow-up - Looking for their work/ncming therwork
Folowup 2 Whiehi yours?
Folow-up & Class sioly
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Year 1online safety lesson plans

LessonPlanTitle

online
Relationships

online

Online
Bullying

Objectives

\can recogris,onina o ffne, thotcryone can say nc placsastog Tt sk to somabocy
frgiors: st dbbiiet ool el el

1 can recogriss that there may be peoplo online who could make someone feol sad, embarassed of
Upset.

f somethi

ihing boppans thot makes mo'eo sad woried uncoeriabi orfighonad 1 can gve
examples

e and how 1o 986K 1 an GGl can st and how hey G Pelp.
1 can recogrise some ways n which the teret can be used to commuricate.

Ican give exampies of how (ight) use tchnalogy to communicate with peopie | know.

1 gve exampies of when | shouid sk permission 0 do onine and expicin why this s
{canginsomes permi omathing, expiain by

|comus thenamat i ol suppt 10 commuricat wi ool i (0. vdeocol appe
tcanuss peor [ -

o explin why t s importont o ba considerate and K o paople ol and o rspect i
\com expiin why things ona parson inds funny o sad onina may ot icys ba seen i the some
Lcom iy gscns pscn v ynotavays way

| can identity ways that | can put information on the nternet
| can recogrise that information can stay oniine and could be copied.
1 can describe what nformation | shoud not put online without asking o trusted adul frst

1 can describe ways that some people can be unkind online.
| can offer examples of how this can make others feel
can describe how to behave online in ways that do not upsat others and can give exampies.

National
Online |
Safety’
Lossons
Losson! - Foeing sad,uncomiortoe, embartassed orupset

Lesson2 - Mapping our mood
Lesson 3 - My tusted oduits

Lesson! - Asking permission
Lesson2 - Communicating with technology
Lesson 3 - Being kind and considerate.

Lesson! - Sharing information
Lesson2 - What ot to share
Lesson 3 - Getting help

Lesson - Ways peope can be unkind online
Lesson 2 - How being Unkind can make peopie fee!
Less0n 3 - Kind behaviour aniine.





image5.png
Year 1online safety lesson plans

LessonPlanTitle

Objec

National
Online
Safety”

Lessons

; can tolk abot how o use theternetas @ way offining information onine. Lesson| - Devices and the nernat
MARADING | | condanttycovce  couk s o occes normoton o the mamet. Lesson 2 Fincinginformation
information | 1con give simpleexamplesof how o fnd information sing gl tachnologies (eg.search angines, | Lesson 3 - Realor make-befeve?.
" Ve S semenng) e (g seorcnens!

know/understandithat 1 can encounter aange of things onine, ncucding things11ke and dont ke as

bt b o

1know howto get help from a trusted adlf 68 contant that makes me fes! sad,uncorfortable

Worrsdor fightened
e 1 canidantiy ules that hep keep us safe and healhy n and beyond the home whan using lechnoogy. | Lesson 1 - Being heathy withtechnalogy
T P oy P
Lifestyle o explin es o keap mysal s whan using tachnology bothin and bayond the hor. Lesson 3 rollowing the es

o 1 nidenuy some simple exompesof my prsonal fomation (e name, odkres ithdoy,oge, | Lesson ]y picis formaion

Security describe who would be tustworthy to share this information Jcin why tessen = Canshar my nfer

con, w tustwonny o shara this 1can expiain oo e

rusted. i o ey Lesson 3 - Passwords

\com explin that passwords o usad toprotet nformation accounts and devias.

\can recogrisa more detaled examples ofinformation that s personai o someone (eg.where

Somans e anl goes 10 school iy names). (oo

\con expin why t s important to ahways ask  rusted aclt before sharing any personal information

Leanaiplon uhy s mportont o hucys g any persor

know that work | crecte belngs o me. Lesson 1~ Making documents
cn"" ’w" 1can name my work so that others know it belongs to me. Lesson2 - Isitmine?

1 com explin why work creat using technology belongs to me. Lesson 3- Coples

1can say why it belongs to me (eg.1 designed t or 1fimed t).

1can save my work under a suitable title/name so that others know it belongs to me (e.g flename,

ome o conand.

| understand tht work reated by others doas ot beong to me even f 50V @ copy




image6.png
Year 2 online safety lesson plans

National
Online
Safety”

LessonPlanTitle | Objectives Lessons
Ican explain how other people may look and act differently online and offiine. Lesson ] - What | want to look like online
Self-image &
Ident 1can give examples of issues online that might make someone feel sad, worried, uncomfortable or Lesson 2 - Risky situations online
ity frightened; | can give examples of how they might get help.
Lesson 3 - Giving advice
1can give examples of how someone might use technology to communicate with others they don't Lesson - How to ask permission
Online also lm/mv offline and explain why this might be risky (e.g. email, online gaming, a pen-pal in another
Relationships school/country). Lesson 2 - Consent.
1 can explain who | should ask before sharing things about myself or others online. Lesson 3 - Consent and sharing online
1 can describe different ways to ask for, give or deny my permission online and can identify who can
help me if|am not sure.
1can explain why | have a ight to say, 'no’ or Y will have to ask someone’. | can explain who can help
meif I feel under pressure to agree to something | am unsure about or don't want to do.
Icanidentify who can help me if something happens online without my consent
1 can explain how it may make others feel if | do not ask their permission or ignore their answers before.
m&ming Gbout them oniine. A
1 can explain why | should always ask a trusted adult before clicking ‘yes, ‘agree’ or ‘accept’ online.
" 1 can explain how information put online about someone can last for @ long time. Lesson 1 - My school
Online
Reputation 1 can describe how anyone's online information could be seen by others. Lesson 2 - My profile
1know who to talk to if something has been put online without consent or fitis incorrect. Lesson 3 - Speaking to trusted aduts
" Ican explain what bullying is, how people may bully others and how bullying can make someone feel. | Lesson - Whatis bullying?
Online
Bullying I can explain why anyone who experiences bullying s not to blame. Lesson 2 - How bullying makes someone feel
Ican talk about how anyone experiencing bullying can get help. Lesson 3 - Getting support
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National
Year 2 online safety lesson plans Satery

Lesson Plan Objectives Lessons
Ican use simple keywords in search engines. Lesson 1 - The main parts of a webpage
naging der how' ple webpage formation | need (e.g. home, forward, 2 ictivated searching
1 can demonstrate how to navigate a simple wet togettoint ion1 Lesson 2 - Voice-activated searchi
©Online ! back butons, inks tabe and Seations). oot e
Informat Lesson 3 - True or not?
! HON | | o expiain what vokos activated searching Is and how It might be used and 1 know t s ot real
person (eg. Alexa, Google Now, Sir).
1 can explain the difference between things that are imaginary, made p or make believe and things
thatare true of real.
1 can explain why some information | find online may not be real or true.
1 can explain simple guidance for using technology in different environments and settings (e Lesson| - Using technok
Health, umeseggm nologies in pubsgc places and the home environment). < N ooy
Wellbeing & Lesson 2 - Following our technology rules
el ng Ican say how those rules/guides can help anyone accessing online technologies.
Lifestyle Lesson 3 - Family rules
s I can explain how passwords can be used to protect information, accounts and devices. Lesson 1 - Keeping things private
socurlty, Ican explain and give examples of what is meant by ‘private’ and eeping things private’. Lesson 2 - Stronger passwords
1can describe and explain some rules for keeping personal information private (eg. creating and Lesson 3 - The internet at home
protecting passwords).
1can explain how some people may have deyices n their homes connected o theintemet and give
mnm (e.g-lights, fridges, toys, televisions). N
Ican recognise that content on the interet may belong to other people. Lesson - Does it belong to me?
Copyright& | ibeuny otne work belongs to ther Lesson 2 - Does it belong to them?
Ownership can describe why other people's ngs to them. sson itbelong
Lesson 3 - Copying work and ownership
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Year 3 online safety lesson plans

National
Online
Safety”

LessonPlanTitle | Objectives Lessons
Ican explain what is meant by the term ‘identity’. Lesson 1 - Avatars
Self-image &
Identity 1 can explain how people can represent themselves i different ways online. Lesson 2 - Userames online
1 can explain ways in which someone mi Lesson 3 - Changing identity online.
online (eg. gaming, using an avatar, social medic
" Ican describe ways people who have similar likes and interests can get together online. Lesson 1 - sharing information online
Online
Relationships | |SanSxPinuhat it means to know someone’ online and why ths might be diferent rom knowing Lesson 2 - Hurtful situations online
Lesson 3 - Permission and sharing
1 can explain what is meant by ‘trusting someone online’, why this is different from iking someone
oniine’,and important to be careful about who to trust online, including what information and
content they are trusted with.
1 can explain why someone may change their mind about trusting anyone with something if they feel
nervous, uncomfortable or worried.
1 can explain how someone's feelings can be hurt by what s said or written online.
1 can explain the importance of giving and gaining permission before sharing things onli
the principles of sharing online are the same as sharing offline (e.g. sharing images and videos).
i 1 can explain how to search for information about others online. Lesson 1 - Researching online
Online
utation 1can give examples of what may or may not be wiling to share about themselves online. Ican | Lesson 2 - Things | don't want to share online
Rep! ‘explain the need to be careful before sharing anything personal.
Lesson 3 - Being unsure and seeking help
1can explain who someone can askf they are unsure about putting something online.
" I can describe appropriate ways to behave towards other people online and why this is important. Lesson 1 - Appropriate behaviour online
Online
1can give examples of how bullying behaviour could appear online and how someone can get Lesson 2 - Bullying onli
Bullying support.
Lesson 3 - Getting support
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Year 3 online safety lesson plans

National
Online
Safety”

LessonPlanTitle | Objectives Lessons
; Ican demonstrate how to use key phrases in search engines to gather accurate information oni Lesson 1 - Autocomplete

Mana
onllneg "9 1 can explain what autocomplete is and how to choose the best suggestion. Lesson 2 - Facts, opinions and beliefs
Information | | can expiain how the internet can be used to sell and buy things. Lesson 3 - Preferences

1can explain the difference between a belief, an opinion and a fact and can give examples of how and

where ‘might be shared online (e.g. in videos, memes, posts, news stories).

1 can explain that not all opinions shared may be accepted as true o fair by others (eg. monsters

under the bed).

1 can describe and demonstrate how we can get help from a trusted adultif we see content that

makes Us feel sad, uncomfortable worried or frightened.

1 can explain why spending too much time using technology can sometimes have a negative impact | Lesson 1 - Activities in my day
Health, ona (e.g.mood, sleey boay,re{atmnsw’:r%.lmng'vememmplesofbom positive and

negative activities where it is easy to spend a lot of time engaged (e.g. doing homework, games,films, | Lesson 2 - Spending time and positive activities
Wellbeing & | (igloc):
Lifestyle Lesson 3 - Age ratings

1can explain why soms online actties have age restictions iy It s mportant o follow them and

know who | can talk to if others pressure me to watch or do something online that makes me feel

uncomfortable (e.g. age restricted gaming or web sites).
pri s Ican describe simple strategies for creating and keeping passwords private. Lesson 1 - Keeping passwords private

ivacy
securi 1can give reasons why someone should only share information with people they choose and cantrust. | Lesson 2 -~ Reporting and blocking
ecurity Ican éxplain that if they are not sure or feel pressured, they should tell a trusted adult.
Lesson 3 - Collecting data

1 can describe how connected devices can collect and share anyone's information with others.

1can explain why copying someane else’s work from the intemet without permission isn't fair and can | Lesson 1 - My digital work
Copyright& | explainwhat problems N ‘might cause.
Ownership Lesson 2 - Saving my digital work part 1

Lesson 3 - Saving my digital work part 2
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Year 4 online safety lesson plans

Lesson Plan Title

Objectives

Ican explain how my online identity can be different from my offiine identity.

National
Online
Safety”

Lessons

Lesson 1 - My online and offiine identities

Self-image &
Identit 1 can describe positive ways for someone to interact with others online and understand how thiswill | Lesson 2 - Positive interactions
dentity sitively impact on how others perceive them.
po: pe
Lesson 3 - Identity theft
1 can explain that others online can pretend to be someone else, including my friends, and | can
suggest reasons why they might do this.
I can describe strategies for safe and fun experiences in a range of online social environments (e.g. Lesson 1 - Online friends
Online livestreaming, gaming platforms).
Lesson 2 - Healthy online behaviour
Relationships | | can give exampies of how to be respectful to others online and describe how to recognise healthy
and unhealthy online behaviours. Lesson 3 - Respect and privacy
1 can explain how content shared online may feel unimportant to one person but may be important to
other people's thoughts, feelings and beliefs.
" Ican describe how to find out information about others by searching online. Lesson 1 - Tips for searching online
Online
1 can explain ways that some of the information about anyone online could have been created, copied | Lesson 2 - Finding reliable information online
Reputation or shared by others.
Lesson 3 - Researching a celebrity
Ican recognise when someone is upset, hurt or angry online. Lesson 1 - Being kind online
Online

Bullying

I can describe ways people can be bullied through a range of media (e.g.image, video, text, chat).

I can explain why people need to think carefully about how content they post might affect others, their
feelings and how it may affect how others feel about them (their reputation).

Lesson 2 - Recognising when someone is hurt, angry or upset

Lesson 3 - Positive and negative comments
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Year 4 online safety lesson plans

Lesson Plan Title

Managing
Online
Information

Objectives

I can analyse information to make a judgement about probable accuracy, and | understand why it
isimportant to make my own decisions regarding content and that my decisions are respected by
others.

Ican describe how to search for information within a wide group of technologies and make a
judgement about the probable accuracy (eg. social media, image sites, video sites).

Ican describe some of the methods used to encourage people to buy things online (e.g. advertising
offers, in-app purchases, pop-ups) and can recognise some of these when they appear online.

Ican explain why lots of people sharing the same opinions or beliefs online do not make those
opinions o beliefs true.

I can explain that technology can be designed to act like, or impersonate, living things (e.g. bots) and
describe what the benefits and the risks might be.

I can explain what is meant by fake news; for example, why some people will create stories or aiter
photographs and put them online to pretend something is true when it isn't

National
Online
Safety”

Lessons

Lesson 1 - Adverts online
Lesson 2 - Searching for reliable information

Lesson 3 - Adverts and pop-ups

Health,
Wellbeing &
Lifestyle

Privacy &
Security

Ican explain how using technology can be a distraction from other things in a positive and negative
way.

Ican identify times or situations when someone may need to limit the amount of time they use
technology. For example, | can suggest strategies to help with limiting this time.

Ican describe strategies for keeping personal information private, depending on context.

Ican explain that internet use is never fully private and is monitored.

I can describe how some online services may seek consent to store information about me. | know how
to respond appropriately and who | can ask if | am not sure.

Iknow what the digital age of consent is and the impact this has on online services asking for consent.

Lesson 1 - Being healthy online
Lesson 2 - Taking care of your mind

Lesson 3 - Our free time

Lesson 1 - Making choices
Lesson 2 - Data saved online

Lesson 3 - Consent online.

Copyright &
Ownership

‘When searching on the internet for content to use, | can explain why | need to consider who owns it
and whether I have the right to reuseit.

Ican give some simple examples of content which | must not use without permission from the owner
(eg.videos, music, images).

Lesson 1 - The impact of plagiarism
Lesson 2 - Can | use other people’s work?
Lesson 3 - Copyright and usage rights
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Year 5 online safety lesson plans

Lesson Plan Title

Objectives

Ican explain how identity online can be copied, modified or ltered.

National
Online
Safety”

Lessons

Lesson 1 - Copy, modify, alter

Self-image &
Identif 1 can demonstrate how to make responsible choices about having an online identity, depending on Lesson 2 - Creating a digital avatar
dentity context.
Lesson 3 - Photos online
i I can give examples of technology-specific forms of communication (e.g. emojis, memes and Gifs). Lesson 1 - Strangers online
Online
1can explain that there are some people | communicate with online who may want to do me or my Lesson 2 - Emojis
Relationships | friends harm. | can recognise that this is not my] our fault.
Lesson 3 - Our communities
1 can describe some of the ways people may be involved in online communities and how they might
collaborate constructively with others and make positive contributions. (e.g. gaming communities and
social media groups).
1 can explain how someone can get help if they are having problems and identify when to tell a trusted
adult
I can demonstrate how to support others (including those who are having difficulties) online.
" 1 can search for information about an individual online and summarise the information found. Lesson 1 - The perfect profile
Online
tati 1 can describe ways that information about anyone online can be used by others to make judgments | Lesson 2 - Researching online
Reputation ‘about an individual and why these may be incorrect
Lesson 3 - Making judgements
1 can recognise that online bullying can be different from bullying in the physical world and can Lesson 1 - Online and offiine bullying
Online describe some of those differences.
Bull Lesson 2 - Telling jokes
lying I can describe how what one person perceives as playful joking and teasing (including ‘banter) might

be experienced by others as bullying:

I.can explain how anyone can get help f they are being bullied online and identify when to tell a
\atod B o ot - i

Ican identify a range of ways to report concerns and access support in school and at home about
oniine bullying.

Ican explain how to block abusive users.

1 can describe helpline services which can help people experiencing bullying and how to access them
(e.g-Childiine or The Mix).

Lesson 3 - Helpline services
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Year 5 online safety lesson plans

Lesson Plan Title

Managing
online
Information

Objectives

1 can axpiain the banefs and Imitations of using diferent types o search tachnologies such o5
Voica GRtation search angns | can SxpIan ha Sorm aannaiogy can It he oGO am
resented wih for sxampis voice-actated searching ghing one result

156n explin whatis meantby being sceplicl; con give examplesof when and why s mpartent

1can evaluate digital contont and con explain how 1o make choices about what s bustworthy, for
xampla citerenlating between ocerts and search fesuls.

1o ke conceptncuingfomaton revens ot opion ekt v el and
1 con donty ways theiternat can v us o infermaton for iferant agons (0 wbsta
ek ettt oo ies

1can escribe ways ofdentiying when oniine content has been commercialy sponsored or boosted
(29 by commerclal comparies or by Vioggers. content creators, nfluencers).

10 expicin whats meant by thetamsareotype: how teraotypes are amplfed andirinforced
i ana iy ECopHI SatoonT oS Py OGRS o PooP AP co S

1can describe how fake news may affect someona's emotions and behaviour and explain why tis
My be harmiu. e o

1can explain what is meant by a hoax | can expiain why someone would need to think carefuly before
they share.

National
Online
Safety”

Lessons

Lesson| - Trustworthy content
Lesson2 - Targeted odverts
Lesson 3~ Assessing oniine information

Health,
Wellbeing &
Lifestyle

Privacy &

1can doscribe vays technology can affect heaith and wal-being posivey (6 mindiuiness apps)
and negatien:

1can doscribe some strategies, ps or advice regarding technalogy o promots helth and welbeing.

Iracognise the benelis and isks of accessing information about heath and well-being online and
w5 Shouid Balance this with Lalking 1o bUS18 Gats and professionals.

1an axpiin how and why soma apps and gamas may reques o ke payment for additional
Contont (0. app pUTChaset, oot boxes) and expla the mpartance of eeking parmisson from a
Eomena Soepe puchses e P

1an expiain what a stong password s and demonstrate how to create ane.

10 expici how many res apps o sandces may read and share prvate iformation (e ands,
Comiact s mages vdeor 1o, messages Geaoeaton) wih Shers “

Ican expiain what app permissions are and can give some examples.

Lesson - The pros and cons of being aniine
Lesson 2 Looking after our mental health
Lesson 3~ Spending money i games

Lesson - Developing passwords
Lesson 2~ Our data online:
Lesson 3~ App permissions.

Copyright &
Ownership

Ican assess and ustiy when Iis acceptable o use the work of others.

1can give examples of content that s permitied to b reused and know how ths content can b found
onins,

Lesson1 - Using oniine content
Lesson 2~ Google Safesearch
Lesson 3 - Copyright ules
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Year 6 online safety lesson plans

Lesson Plan

e | Objectives

I can identify and critically evaluate online content relating to gender, race, religion, disability,
Self-image & | culture and other groups and explain why it is important to challenge and reject inappropriate

National
Online
Safety”

Lessons

Lesson 1 - Challenging stereotypes

Identity representations oniine. Lesson 2 - Managing online situations
1 can describe issues online that could make anyone feel sad, worried, uncomfortable or frightened. | | Lesson 3 - Giving online safety advice
know and can give examples of how to et help online and offine.
1 can explain the importance of asking until| get the help needed.
i 1 can explain how sharing something online may have an impact either positively or negatively. Lesson 1 - Sharing photos of others
online
1 can describe how to be kind and show respect for others online including the importance of Lesson 2~ To share or not to share?
Relationships | 1ospecting boundaries regarding what is shared about them online and Row to support them if others
donot Lesson 3 - My digital footprint
1 can describe how things shared privattely online can have unintended consequences for others,for
‘example screen-grabs.
1 can explain that taking or sharing inappropriate images of someone, for example embarrassing
images, even f they say itis okay, may have an impact for the sharer and others. | can aiso explain
who'can help f someone s worried about this.
i | can explain the ways in which anyone can develop a positive oniine reputation. Lesson 1 - Protecting my online reputation
online
tati | can explain strategies anyone can use to protect their digital personality and oniine reputation, Lesson 2 - Creating a positive online presence
Reputation including degrees of anonymity.
Lesson 3 - My profile
I can describe how to capture bullying content as evidence (e.g. screen-grab, URL profile) to share Lesson 1 - Screengrabs and screenshots
Online ‘with others who can help me.
Lesson 2 - Reporting online bullying
Bullying I can explain how someone could report online bullying in different contexts.

Lesson 3 - The impact of online bullying
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Managing I can expiain how to use search technologies effectively.

Online I can describe how some oniine information can be opinion and can offer examples. -
can explain | and why some s as | e ity of an 1aason3 - v e s
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Lesson 2 Foke news detactive

1can expicin why information that is o a arge number of sites may st be inaceurate or untrue.| can
assess how this ight happon, for example the sharing of misinformation or disnformation.

Icanidentity flag and report inappropriata content.

1con descibe common systems that ragulte oge-ekted content (g PEGH, BBFC, parental Lasson 1~ Being neathy wih technology
Health, Wormings) and Gescrios their purpose. oo P "9
Wellbeing & | 1recognise and can discuss the essures thot tachnology can place o someone and how and when | 195500 2~ Prsucsive dsign onina
they coulkd manage this. Lesson 3 - Pressure and technology
Litestyle 1canecognas oo prscsie g ond how hy e o eap s 0098 (rrt
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1can descibe afectve ways people can manoge passwords for example storing them secure or | Lesson - Managing passwords

Privacy & Soning ham 1 the Browsar

Security 1can explin what 0 o f  password s shared lostor stlen
1can desciibe how andwhy peopie shoud keep thei sotvore and apps up o dts, for xomple outo | Lesson 3~ ishing

Updotes.

1can describa smple ways o ncraase privacy on apps and senvices thatprovida privacy setinge.

1can describe ways in which some oniine content Joto gin money or
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Ik thot cnine sevices have terms and conditons that govertheruse.

Lesson 2 Redlorfake?

1can demonstrat the use of search tooistofind and accass onina content which can ba reused by | Lasson 1 - Copyright presntations.

Copyright& | oot ‘
Ownership on demonstrate how to make eferences t, and acknowiedge, surces | have used fom the. Lesson 2~ Relerancing
eme Lesson 3 - Bblographies





